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Network Agenda

• The Meraki Platform

• Cisco XDR with Meraki

• Secure Connect

Security Agenda

• Investment and Innovation

• Secure Service Edge

• Cisco Extended Detection & Response 
(XDR)



Cisco Secure
A modern approach to business resilience and employee satisfaction
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Application Security 

Vulnerability Management 

Cisco Security Acquisitions since 2020

Cloud Network Security 

Cloud Security

AI-powered Threat Detection

Identity Security

Cloud Security

Security Automation
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Cloud Email Security and 

ETD 
Firewall Platform and Secure Endpoint 

Cisco Security Acquisitions – Growing and Evolving

Cross-Platform Secure Malware Analytics

Umbrella SIG and Secure Access (SSE) 

Network and Cloud Analytics - XDR

Umbrella SIG and Secure Access (SSE) 

User Protection Suite
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Breach Protection Suite

Simplifying Security 

Cloud Security Suite User Protection Suite

Security that Drives Business Outcomes
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Breach Protection Suite

Simplifying Security 
Security that Drives Business Outcomes

Cloud Security Suite User Protection Suite

Cloud Protection SuiteUser Protection Suite
Breach Protection Suite 

Splunk Security

Accelerate Zero Trust 
Network Access

Identity | SSE

Secure Data Center and 

Cloud 

Segmentation | Unified Policy  
Visibility 

Power 
Security Operations

XDR
SIEM | SOAR

Future-Proofed Workplaces AI-Ready Cloud and DC Digital Resilience
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Users experience fatigue, friction, repetition

Internet 

apps

SaaS 

apps

Core private 

apps

Longtail/non-

standard apps

Direct

ZTNA

VPN

?

• Many connection decisions

• Various processes
• Multiple steps
• Repetitive authentication tasks

Employees 

frustrated 

with tech
49%

Employees leaving job 

because of tech 

experience
26%
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Cisco Secure Access

Note: Supports both client and clientless ZTNA connectivity

Internet 

apps

SaaS 

apps

Core private 

apps

Longtail/non-

standard apps

2 Get to work1 Connect to a network

Easy, frictionless user experience
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Security Service Edge (SSE) 
Better connect and protect your business

Firewall as a Service 
(FWaaS) and IPS

Secure Web 
Gateway (SWG)

Cloud Access Security 
Broker (CASB) and DLP

Zero Trust Network 
Access (ZTNA)

Cisco delivers the core and more in a single subscription…

Core SSE

DNS
Security

Remote 
Browser 
Isolation

Multimode 
DLP

VPN as a 
Service

SandboxAdvanced 
Malware 

protection

Talos Threat 
Intelligence

Digital 
Experience 
Monitoring*

CSPMDuo MFA/
SSO

Add-on solutions

XDR
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SASE/SSE approach is the technology foundation
Fundamental to your security strategy for a hyper-distributed world

SASE

SSE

Firewall as 
a Service
(FWaaS)

Secure Web 
Gateway
(SWG)

Cloud 
Access Security 
Broker (CASB)

Zero Trust 
Network 

Access (ZTNA)

SD-WAN

On-ramp into 
Public IaaS and 
Private Cloud*

SD-WAN Analytics 
(including Internet 

Intelligence)

Secure SD-
WAN

Fabric*

Performance-
based Internet 

Routing

On-prem 
Unified Threat 
Management

*with support for remote workers

Market convergence

Connect It Secure It

Zero Trust Approach
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SASE/SSE approach is the technology foundation
Fundamental to your security strategy for a hyper-distributed world

SASE

Firewall as 
a Service
(FWaaS)

Secure Web 
Gateway
(SWG)

Cloud 
Access Security 
Broker (CASB)

Zero Trust 
Network 

Access (ZTNA)

SD-WAN

On-ramp into 
Public IaaS and 
Private Cloud*

SD-WAN Analytics 
(including Internet 

Intelligence)

Secure SD-
WAN

Fabric*

Performance-
based Internet 

Routing

On-prem 
Unified Threat 
Management

*with support for remote workers

Market convergence

Connect It Secure It

Zero Trust Approach

SSESingle-Click 

Integration
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Cisco Meraki
Enterprise Cloud Networking Platform



Cisco Meraki at-a-glance

Meraki SMB 
Guide

2006
Invented cloud networking

2012
Acquired by Cisco

2021
Meraki powers 10M active devices

Connecting passionate people 
to their mission by simplifying 
the digital workplace.

Today
18+ years designing scalable and secure 
cloud architecture



75% of Fortune 500 companies trust 

Meraki for reliable operations at scale.

Cisco Meraki 
Enterprise Cloud Networking Platform

Access

• Wi-Fi

• Switching

• Mobile Device 
Management

Secure SD-WAN

• SD-WAN and Security

• Unified SASE

• Cellular gateways

IoT

• Smart cameras

• Sensors

APIs

• Meraki APIs

• Partner Ecosystem 

Cisco Security

• Secure Access

• Cisco Secure Endpoint 

• Cisco Duo

• Cisco Secure Client
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Meraki Dashboard: deliver 
operational excellence

• Zero touch provisioning at scale

• Simple UI accessible by anyone, reducing 

onsite support staff

• Converge networking and security

• Improve operational efficiency with 

energy usage reports and controls

• Increase productivity and lower MTTR 

with actionable insights

…plus automate with APIs for 

network automation and more
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Converged Hardware
Your IT operating model, your way
Flexibility, choice, and simplicity

Cloud

Management

Cloud first IT Transformation

Operational Simplicity

On-Premises

Management

Do-it-Yourself

Operational Flexibility

Cisco
DNA Center

Virtual Appliance

Physical Appliance

Low-TouchHigh-Touch

Cloud

Monitoring
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Supported Platforms and Software

Models
9200/L

9300/L/X
9500

Firmware
IOS-XE 17.3+

Licensing
DNA Advantage

DNA Essentials* 

Models
CW916[x]

CW917[x]

Firmware
IOS-XE 17.9+

Licensing
DNA Advantage

DNA Essentials* 
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Accelerating momentum with Cisco Switching

Cloud Native IOS XE (Public Beta: Fall 2024)CS17

Troubleshooting CLI

2H FY25: Next Gen 

Silicon One Switch

Converged / Cloud only

10G Port(s)

UWB

Directional Antenna (D1)

CW917X

Access

Orderability: 11/11/2024

Adaptive Policy

Layer 2

mGig + 10G options

R – Ruggidized

MS130(R)

Access

Available NowQ3 FY25

MS150

Up to 60W UPOE

5G mGig ports

4x 10G SFP+ uplinks

Layer 2+ stacking

Access

Wi-Fi 7 ready
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Next-Gen High End MX650

25 Gbps VPN 

Throughput
2x increase over current 

generation maximum

Concentrator Mode

First release will support 

Concentrator mode only. 

Routed mode release date TBD.

New VPP based OS 

architecture
A new 'Software ASIC' driven 

architecture which is highly 

performant and highly efficient.

18 Gbps Threat 

Protection Throughput
2x increase over current 

generation maximum

1. 2 x 25Gbps (SFP28) interfaces (1 x WAN/LAN convertible)

2. 2 x 10Gbps SFP+ interfaces WAN/LAN convertible

3. 8 x 1Gbps SFP LAN only

2x Internal Redundant Hot-swappable 250W AC power supply

Dramatic Performance Improvements
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Meraki MX Integration in Cisco XDR

• Optimized network and security 

operations using native integration

• Network-first analytics enhances 

security coverage

• Faster threat response with a seamless 

user experience 

• Enhanced threat detection by identifying 

network threats missed by EDR-focused 

tools

Gain enhanced network security
NEW!
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Meraki MX Integration in Cisco XDR

High-fidelity alerts are prioritized inside Meraki dashboard

Leverage high-fidelity security incidents 

Network insights enriches Cisco XDR telemetry

CISCO XDR DASHBOARDMERAKI MX DASHBOARD
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Meraki MX Integration in Cisco XDR

Set up in a few simple clicks

Add the Cisco XDR integration1 Select networks to configure2 Enable networks 3
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• Per-Application Health with active 
probing

• Visibility beyond the WAN

• Differentiate internet or application 
server issue

• Integration with both network & 
single-client workflows

ThousandEyes
Assurance Integration

Assurance Overview Dashboard

Single Client Dashboard

28
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• SD-WAN management

• Site and remote user (new!) connectivity management

• Org-wide firewall policy management (new!) 

• Posture management

• ZTNA management

• User and identity

• Logging (new!) 

• APIs (new!)

Centralized management for everything SASE
Simplified operations through consistent user experience

Everything in a single dashboard
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Centralized Management, Distributed Enforcement
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Fastest path to SASE with MX + Secure Connect
Core capabilities MX (on-prem) Secure Connect (cloud)

WAN optimization and core routing ✓ ✓

Content delivery/caching ✓ ✓

Quality of service ✓ ✓

SaaS acceleration ✓ ✓

Threat intelligence ✓ ✓

IDS/IPS ✓ ✓

Malware protection ✓ ✓

URL filtering ✓ ✓

Visibility ✓ ✓

SSL decryption ✓ ✓

Firewall ✓ ✓

Unified firewall policy engine ✓

Firewall-as-a-Service ✓

Data loss prevention (DLP) ✓

Zero trust network access (ZTNA) ✓

Cloud access security broker (CASB) ✓

VPN-as-a-service ✓

Unified SASE fabric ✓

End-to-end visibility, experience monitoring, optimization ✓

Single management console for SD-WAN/SSE functions ✓




	Slide 1
	Slide 2: Unified Security & Cloud Networking
	Slide 3
	Slide 4: Cisco Secure
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: Users experience fatigue, friction, repetition
	Slide 10
	Slide 11: Security Service Edge (SSE) 
	Slide 12: SASE/SSE approach is the technology foundation Fundamental to your security strategy for a hyper-distributed world
	Slide 13: SASE/SSE approach is the technology foundation Fundamental to your security strategy for a hyper-distributed world
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Cisco Meraki
	Slide 18
	Slide 19
	Slide 20: Meraki Dashboard: deliver operational excellence
	Slide 21: Converged Hardware
	Slide 22: Supported Platforms and Software
	Slide 23: Accelerating momentum with Cisco Switching 
	Slide 24
	Slide 25: Meraki MX Integration in Cisco XDR
	Slide 26: Meraki MX Integration in Cisco XDR
	Slide 27: Meraki MX Integration in Cisco XDR
	Slide 28
	Slide 29
	Slide 30
	Slide 31: Fastest path to SASE with MX + Secure Connect
	Slide 32

